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ML Auditing Core Criteria Catalog

Motivation

• Low adaption of ML applications (especially in the healthcare sector)

• Lack of trust and missing transparency as important reasons

• Need of commonly agreed criteria, processes and tools for ML auditing

⇒ Motivation: Help making ML model predictions more transparent, so they can be
used more often, effectively and safely.
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ML Auditing Core Criteria Catalog

Definitions (1/2)

Auditable AI (AAI)

• AI systems that “answer questions asked by humans and interact with them in a
human understandable way.” Dengel et al., 2021, p. 91

• “[A]uditability ... ensur[es] that the AI model behaves as expected.” Benchekroun et al.,

2020, p. 2

Explainable AI (XAI)

• “Humans are able to derive a sufficiently causal understanding of the model’s inner
workings.” Kiseleva et al., 2022, p. 7
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ML Auditing Core Criteria Catalog

Definitions (2/2)

• Focus on Black Box eXplanation[s] (BBX) . . . to allow “humans ... [to] debug,
interpret, control, and reason about [deep neural networks].” Chatila et al., 2021, p. 23,

Dengel et al., 2021, p. 91

Interpretable AI (IAI)

• “Refers to the observation and representation of cause and effect within a system.”
Dengel et al., 2021, p. 94

• Has XAI as necessary, but not always sufficient prerequisite. Kiseleva et al., 2022, pp. 7-8
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ML Auditing Core Criteria Catalog

Objective of the Catalog

A tool that helps creating a better ML algorithm/AI product for a given use case.

Whereas a use case is constituted by:

• Environment (classical IT systems, human actors or local restrictions)

• Data (training, testing/validation and live input/population)

• Model (design, assumptions, hyperparameters)
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ML Auditing Core Criteria Catalog

Catalog Contents

Conceptual Basics:

• AI Opportunities vs. AI Risks (2 questions)

• Risk Management (2 questions)

• Methodology (5 questions)

• Audit Process (3 questions)

• Quality Assurance (5 questions)
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ML Auditing Core Criteria Catalog

Catalog Contents - Example Questions (1/2)

AI Opportunities vs. AI Risks

⃝? “Is the expected benefit ∗ benefitProbability of a successful ML use case
implementation greater than the damage ∗ damageProbability in case of failure?”

Risk Management

⃝? “Do you have a proactive, reactive and/or non-reactive risk management strategy
in place? For example, have you planned to implement a ’kill switch’ with measures
to (temporarily) go back to the old process?”
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ML Auditing Core Criteria Catalog

Catalog Contents

Data & Algorithm Design:

• Data Properties (4 questions)

• Algorithm Design (3 questions)

Assessment Metrics:

• Qualitative Assessment (3 questions)

• Quantitative Assessment (3 questions)
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ML Auditing Core Criteria Catalog

Catalog Contents - Example Questions (2/2)

Data Properties

⃝? “Is the data generation process (DGP) of the training, testing and validation
dataset sufficiently known? Could there be unknown confounders or mediator
variables influencing the observed data?”

Algorithm Design

⃝? “Did you establish a correct ML use case hypothesis with concrete problem
description and expected behavior (acceptance criteria, metrics, statistical testing
results)?”
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ML Auditing Core Criteria Catalog

Catalog Contents

Thus, the catalog consists of 30 questions:

• Conceptual Basics (17)

• Data & Algorithm Design (7)

• Assessment Metrics (6)

⇒ The questions are thought to guide the ML development/implementation team.
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ML Auditing Core Criteria Catalog

Catalog Contents

The ML Auditing Core Criteria Catalog
has been published in IEEE Access:
https://doi.org/10.1109/ACCESS.2024.3375763
(Open Access)
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ML Auditing Core Criteria Catalog

Hypothetical Result for ML Development Project
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ML Auditing Core Criteria Catalog

Hypothetical Result for ML Implementation Project
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ML Auditing Core Criteria Catalog

Current Activities

• All 30 questions of the auditing catalog have been applied to a prediction project in
the medical area

• Goal was to assess the publication, all supplementary files and the code base
retrospectively

• Replication of the Python data processing pipeline and results as major activity

⇒ Our manuscript is currently under peer review.

Markus Schwarz, Making ML Algorithms auditable: Presentation of a 30-question ML Auditing Criteria Catalog as Guide 14/15



ML Auditing Core Criteria Catalog

Thank you!

Feel free to contact
markus.schwarz@campus.lmu.de

or

fady.albashiti@med.uni-muenchen.de

Q&A
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