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1. Patientenzentriertes FHIR-Dashboard

, Berlin Institute
CHARITE (BIH
UNIVERSITATSMEDIZIN BERLIN I @Charité



Hintergrund

« Verfugbarkeit von FHIR in den DIZen

« Darstellung als patientenzentrierte ,Read-Only-Akte”

* Macht das DIZ und den KDS ,anfassbar”

« Hilft beim debuggen der FHIR-Daten bzw. Transformationsprozesse
» Perspektivisch Potenzial fur klinischen Nutzen, bspw. Befundung

« |Integration weitergehender Funktionen, wie Terminologien, und
Integration unterschiedlicher Quellsysteme, bspw. fir PROMs
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Screenshots (2)
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Patient ID: I

O 8 = n

FHIR Dashboard Home

Encounters
Admission Discharge Type Reason
024 N/A INPATIENT ENCOUNTER N/A
AMBULATORY N/A
024 INPATIENT ENCOUNTER NJA
024 INPATIENT ENCOUNTER N/A
Mdglichkeit der AMBULATORY N/A
EInSCh é'r]kl'lng 024 INPATIENT ENCOUNTER N/A
an emnen Fa” N/A AMBULATORY N/A
MN/A AMBULATORY MN/A
Procedures
Date Code Label
G024 3-990 Computergestiitzte Bilddatenanalyse mit 3D-Auswertung
024 3-990 Computergestiitzte Bilddatenanalyse mit 3D-Auswertung
G024 3-705.0 Ein-Phasen-Szintigraphie
- 0zs  3-993 Quantitative Bestimmung von Parametern
2024 3-733x Sonstige
IR:024  3-733x Sonstige

Basic clinical parameters

Name: REDACTED

Status

INPROGRESS

INPROGRESS

FINISHED

FINISHED

INPROGRESS

FINISHED

INPROGRESS

INPROGRESS

Detailed labs and consent

Date

024
024
024
024
024
024
024
024

Date

| liEE]
0
03
[ ek
03
[ ek

Date of birth: I

B @ & @ & =

Care intensity

Settings Logout

Gender: FEMALE

Diagnoses and conditions

Code Label
Rs2.1 Krankheiten des Blutes und der
blutbildenden Organe sowie
G936 - ! . .
bestimmte Stérungen mit Pane|s konnen fre|
K59.02 Beteiligung des Immunsystems »
Aplastische und sonstige Anamien ang Ol‘d net Werden
C79.3 » Anamie bei chronischen. airns und der Hirnhaute . . .
anderenorts klassifizierten m It Pe rsi Ste nzim
Esé Krankheiten » Andmie bei U er- P rofll
11 NeubildungenC00-D48
D63.0 Anamie bei Neugﬁﬁungencoﬂ-ma
348 Bronchus und Lunge, mehrere Teilbereiche dberlappeg

Medication

Label Status

Atezolizumab COMPLETED

Bevadzumab COMPLETED

Atezolizumab COMPLETED SUCthnktion
Bevadzumab COMPLETED |nnerhalb der
Atezolizumab COMPLETED PaneIS
Bevadzumab COMPLETED
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IMI ,A. FHIR Dashboard Home Basic clinical parameters Detailed labs and consent Care intensity Settings Logout
Patient ID: N Name: REDACTED Date of birth: N Gender: FEMALE
Labs and cbservations Trends of labs and observations
Date Label Value Unit =
024 CRP HP mag/l
04 Albumin HP 39.5 gl
- 024 Bilirubin, gesamt HP 039 mag/dl 02 Calcium (HP) mmol/l
024 CRP HP 99 ma
024 Calcium (HP) 216 mmel/ 2024 Sstniness e HE S
024 Creatinkinase (CK) HP 39 un 2024 GOT (AST) HP un
024 GOT (AST) HP 76 un
02 GPT (ALT) HP 137 un 2024 GPT (ALT) HP un
024 Harnstoff HP 3 mg/dl v P o
Trend of Creatinkinase (CK) HP Consents
Da“;:{;;:;d: Active: Yes T)fp;!D:'sllf;oad Version: 1.6d
’ Start End Policy Permission
Eo2:  EE20s3  NA X (deny)
z023 | » MDAT wissenschaftlich nutzen EU DSGVO NIVEAU " (permit)
0- E:02: 2053 > MDAT zusammenfuehren Drit " (permit)
EE-02: 2028 > IDAT bersitstellen EU DSGVO NIVEAU « (permit)
— i -0 .o B 2028 > IDAT erheben  (permit)
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Screenshots (4)

Nur eine

Spielerei

= () QO B &2 httpsy/dashboard.charite.de/patients, I o Yy ® &8 =
15“-1 ,/)‘ FHIR Dashboard Home Basic clinical parameters Detailed labs and consent Care intensity Settings Logout
Patient 10: NG MName: REDACTED Date of birth: NN Gender: FEMALE
Encounters Charlson comorbidities
Admission Discharge Type Reason Status = Any Malignancy Except Skin Metastatic Solid Tumor
024 N/A INPATIENT ENCOUNTER /A INPROGRESS
024 N/A AMBULATORY NJA INPROGRESS
INPATIENT ENCOUNTER MN/A FINISHED
INPATIENT ENCOUNTER NJA FINISHED
AMBULATORY N/A INPROGRESS
INPATIENT ENCOUNTER NJA FINISHED
AMBULATORY N/A INPROGRESS
AMBULATORY NfA INPROGRESS v
Charlson comorbidity index Care intensity
Property Value AMBULATORY ~
Last contact 024 .
Encounters within one year INPATIENT |
foe * ENCOUNTER | — A HE :
Charlson comorbidity index 9/37 0 2 4 fl‘ 8
In-hespital mortality rate 31.00 "
One year mortality rate 0.85 L\\’ AMBULATORY! |
Ten year survival rate 0.00 Encounters within five years INPATIENT |

ENCOUNTER |
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Screenshots (5)

« C 08 = oard.charite.de/setti % oW L @ g =
i @) FHRDashboard  Home Settings  Logout
Workspace 1 Workspace 2 Workspace 3 Languag
- en-GB -
Information to display Workspace labels
+ Diagnoses and conditions Workspace 1
Encounters

Basic clinical parameters

Procedures

Workspace 2

Detailed labs and consent

Konfiguration der

Lab results and further observations

individuellen
Ansicht

+| Medication history
Workspace 3

Care intensity

Timeline of lab results and observations

Clinical notes

Diagnostic reports

Trend of lab results and observations
Charlson comorbidity index

Charlson comeorbidities

Care intensity

Consents

Layout options (rows x columns)
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Architektur und Technologie

Vollstandig oder teilweise
deploybar per Docker

’ Berlin Institute
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2. Transformation longitudinaler Daten mit HERALD
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Herausforderungen

Klinische Routinedaten sind ... Viele Analysen bendtigen...

PatientiD Age  Sex Medication Hemoglobin Glucose
% [ Clinical Trias (#Values: (#Values: (#Values: (#values: (#values: (#Values:
338) 338) 338) N 338) v 238), k 238) 328) 151) 14a)
Combined
Non-small cell carcinoma PACLitaxel
120820 51 M oflung TNMstagea  Cremotherpyand g 100MG  590000% 0200000
3 radiation therapy 088 mg/dL
(disorder) Injection
(procedure)
Non-small cell carcinoma :::: :;::m and Ci in 50
121087 60 M of lung TNM stage 4 S Py 8 R
(disorder) radiation therapy MG Injection
(procedure)
‘E g W: Lzt 'f::“” ot had Non-small cell carcinoma :&m":l:::m R PACLitaxel
& 5 Bypass anastomosis for heart revascularization 12125 46 F of lung TNM stage 4 s th::w a 100 MG
g m:: ‘artery bypass - 0 (disorder) oo ure) Injection
Combined
&) Aortocoronary W:“"“""‘ Coronery iecled Non-small cell carcinoma by PACLitaxel 8200000
el atptiel W 121287 46 F of lung TNM stage 4 prisivisinid 7 100MG  600000%
) Aortocoronary bypass of two coronary arteries. (disorder) G Injection
[/ Double internal mammary-coronary artery bypass - (procedure)
ol hint " Non-small cell carcinoma Combhed
5] Sigle intomal mammary-coronary artery bypass - S
£ Heart revasclaizston by el mplart . 121505 44 F oflung TNMstagea  Cremotherspyand Claplatin 80 e 900003 o000
& [5l Other hear revascularization (disorder) radiation therapy MG Injection mg/dL
51 Open chast transmyocardial revascularizaton [] (procedure)
] Omer heart revascularization "
1 ] Combined
5] Other transmyocardial revascularizaton Non-small cell i
6 5 Ot paratons on vossels of heat . i I ‘ o ";"?N;'s(:;;?"'“a chemotherapyand Cisplatin0 .0 8300000
+ 1] Removal of coronary ariery obstructon L] x s radiation therapy MG Injection mg/dL
@ 151 Omer operations on heatt and pericardium (disorder)
& 1 Omer. on vessels O (procedure)

...hierarchisch ...longitudinal ...tabulare Querschnittsdaten

’ Berlin Institute
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Ansatz: Domanenspezifische Sprache HERALD

A.
FirstDiagnosis: FIRST (LABEL = "*Diabetes*" OR LABEL = "*Coronary Heart Disease*") AFTER (1980-01-01)
Comorbidities: EXISTS (LABEL = "*Diabetes*") AND EXISTS (LABEL = "*Coronary Heart Disease*")
BodyMassIndex: AVERAGE (LABEL = "*Body Mass Index*" AND UNIT = "*kg/m2*") CLOSE TO (LABEL = "FirstDiagnosis") BY 6 MONTHS
LDLCholesterol: FIRST (LABEL = "*LDL Cholesterol*" AND UNIT = "*mg/dL*") AFTER (LABEL = "FirstDiagnosis") BY 4 WEEKS
HDLCholesterol: ANY (LABEL = "*HDL Cholesterol*" AND UNIT = "*mg/dL*") CLOSE TO (LABEL = "LDLCholesterol") BY 1 DAY
CholesterolRatio: RATIO BETWEEN (LABEL = "LDLCholesterol") AND (LABEL = "HDLCholesterol")
B.
Label for generated Selector, aggregator, Temporal
observations comparator, or query relationship
A A A
( A \/ \
FirstDiagnosis: FIRST (LABEL = "*Diabetes*" OR LABEL = "*Coronary Heart Disease*") AFTER (1980-01-01)
— I\ . e
Selector Filter expression Temporal  Constant
condition timestamp
BodyMassIndex: AVERAGE (LABEL = "*Body Mass Index*" AND UNIT = "*kg/m2*") CLOSE TO (LABEL = "FirstDiagnosis") BY 6 MONTHS
H_/\ v J %f_j \ v J \ v J
Aggregator Filter expression Temporal Filter expression Offset
condition

13
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Ausfihrung von HERALD Queries

v

(1) Query definition

14

Patient1l e

Patient2 ®

v

Patientn e

Execute each query...

*lllllllllllllllllll

uaned yoea 1oy

(2) Query execution

Eine Datendefinition ist eine Liste von Queries, die jeweils eine Beobachtung produzieren

Jede Query verarbeitet alle Beobachtungen als Eingabe und erzeugt eine Beobachtung

Queries werden nacheinander fur jeden Patienten in der aufgefiihrten Reihenfolge ausgefiihrt

Queries kdnnen sich auf Beobachtungen beziehen, die von friilheren Queries erzeugt wurden

Patient 1

Patient 2

Patient n

Observation
A

Observation
B

Observation
(¢

Observation
D

(3) Cross-sectional output
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Beispielimplementierung: Datendefinition

Select cohort(s)

Coronary Heart Disease
Diabetes

Specify observation(s) to analyze
FirstDiag
Comorbidities
BodyMasslIndex
LDLCholesterol
HDLCholesterol

CholesterolRatio

Patient age Patient sex

FIRST (LABEL = "*Diabetes*" OR LABEL = "*Coronary Heart Disease*") AFTER (1980-01-01) Edit ~
EXISTS (LABEL = "*Diabetes*") AND EXISTS (LABEL = "*Coronary Heart Disease*")
AVERAGE (LABEL = "*Body Mass Index*" AND UNIT = "*kg/m2*") CLOSE TO ("FirstDiag") BY 6 MONTHS Edit ~
FIRST (LABEL = "*Low Density Lipoprotein Cholesterol*" AND UNIT = "*mg/dL*") AFTER ("FirstDiag") BY 4 WEEKS Edit ~

ANY (LABEL = "*High Density Lipoprotein Cholesterol*" AND UNIT = "*mg/dL*") CLOSE TO ("LDLCholesterol") BY 1 DAY

RATIO BETWEEN ("LDLCholesterol") AND ("HDLCholesterol") Edit ~

Quick add ~ Check specification

15
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Query-Editor

Specify an observation to be used in the analysis X
Label: FirstDiag
Selection v
FIRST v [ (LABEL = "*Diabetes*" OR LABEL ]
AFTER v Date v (1980-01-01) Without offset

Add rule Add group § AND OR

LABEL equal *Diabetes*
LABEL equal *Coronary Heart Disease*

Cancel n

Ontologie-Ansicht

16

Select field or value

Search...

Include homonyms Include specializations
- Conditions
- Diagnosis
- Coronary Heart Disease

- Value: Coronary Heart Disease

- Diabetes

- Value: Diabetes

+ Demographic Information
- Observations
- Body Mass Index
- Unit: kg/m2
- Low Density Lipoprotein Cholesterol
- Unit: mg/dL
- High Density Lipoprotein Cholesterol

- Unit: mg/dL

CHARITE

UNIVERSITATSMEDIZIN BERLIN
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Beispielimplementierung: Analysen und Visualisierungen

A. Data quality report B. Cohort comparison
Data quality report for Cohort Coronary Heart Disease Cohort: Coronary Heart Disease Cohort: Diabetes
Label Gompleteness (%) Missing rate (%) Uniqueness (%) Data Type Unit LOLChotesterol LDLCholesterol
FirstDiag 100.00 000 99.56 Categorical unknown
Comarbidities 10000 000 100.00 Categorical Boolean - -
BodyMassindex 66.18 3as2 100.00 Decimal kg/m2 10 ] 3%
LDLChalesterol 4825 5175 99.70 Integer mgfdL - 10 '. ’
HDLCholesterol 4582 54.08 9968 Integer mgidL 10 . - v
CholesterolRatio 4502 5408 100.00 Decimal {maldL) / (ma/dL) s ¥
;. < 140 . 140
Data quality report for Cohort Diabetes g s
o
Label Completeness (%) Missing rate (%) Uniqueness (%) Data Type Unit 3
FirstDiag 100,00 000 99585 Categorical Unknown 100 100
Comorbidities 100.00 0.00 100.00 Categorical Boolean
BodyMassindex 76.30 2370 9980 Decimal kg/m2 © »
LDLChalesterol 8048 1952 99.81 Integer mgfdL
HDLChalesterol 7869 2nn 99.43 Integer mgldL L o
ChalesterolRatio 7869 0n3 100.00 Decimal {mafdL) { img/dL) P o
C. Scatter plot D. Time-to-event analysis
Scatter plots for Coronary Heart Disease vears
LDLCholesterol
LDLCholesterol vs HDLCholesterol Kaplan-Meier Curve for LDLCholesterol
e Caranary Haart Catss — Disates
'
"
n z 08
B
_w H
2
i s g 0.6
g H
qw € oa
= ]
- . . E
. . £ .
0 L
10 L
w0 " - 120 o 100 o
5 1 15 » = »
e —
Years
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Beispielimplementierung: i2b2-Integration

18

Navigate Terms

# Allergies
# {3 Care Plans
& Conditions
= 3 Description
= {3 [Acute allergic reaction - Primary small cell malignant
neoplasm of lung TNM stage 4 (disorder)]
1 Acute allergic reaction
L Acute bacterial sinusitis (disorder)
7 Acute bronchitis (disorder)
b Acute viral pharyngitis (disorder)
b Alzheimer's disease (¢
[ Antepartum eclampsia
5 Appendicitis
& Asthma
b Atopic dermatitis
L Attempted suicide - suffocation
L Bleeding from anus.
5 Blighted ovum
£ Blindness due to type 2 diabetes mellitus (disorder)
L Brain damage - traumatic
5 Bullet wound
& Cardiac Arrest
£ Child attention deficit disorder
1 Childhood asthma
L Chronic intractable migraine without aura
5 Chronic obstructive bronchitis (disorder)
& Chronic pain
£ Chronic paralysis due to lesion of spinal cord
15 Chronic sinusitis (disorder)
1 Closed fracture of hip
& Complication occuring during pregnancy
£ Concussion injury of brain
B Ci loss of
G with no loss of
& Congenital uterine anomaly
5 Contact dermatitis
L Coronary Heart Disease
[ Cystitis
[ Diabetes
£ Diabetic renal disease (disorder)
1 Diabetic retinopathy associated with type Il diabetes
mellitus (disorder)
7 Drug overdose
& End stage renal disease (disorder)
£ Escherichia coli urinary tract infection
[ Facial laceration
£ Familial Alzheimer's disease of early onset
(disorder)
£ Fetus with chromosomal abnormality
L First degree burn
i Fracture of ankle
& Fracture of clavicle

L Fracture of the vertebral column with spinal cord

ynthea SyntheticMass Demo Find Patients | Analysis Tools @ | Help | Change Password | Logout
Cross-sectional analysis | E=

Select cohort(s) Export to PDF

Alzheimer's disease
@ Early onset Alzheimer's disease

Specify observation(s) to analyze

Alzheimer'sDiagnosis FIRST (LABEL = "*Alzheimer's disease (disorder)*” OR LABEL = "*Familial Alzheimer's disease of early onset (
Pneumonia FIRST (LABEL = "*Pneumonia®") m

@ Patient age @ Patient sex Check specification

Select analysis to perform

Quality report Cohort description Statistical comparison © Time to event analysis Scatter plots

alize

Pneumonia
Kaplan-Meier Curve for Pneumaonia
—— Alzheimers dissase —— Early onset Alzheimer's disease

1
» 08
g
2
5 s
£
3
5 o4
g
g
* 02

2 a 6 8 10 12 1 16
Years
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Welterfihrende Informationen und Online-Demo

19

HERALD Project - Web Demo

D HERALD

HERALD (Human-centric Extraction for Research and Analysis of Longitudinal Data) is a query language designed to facilitate the extraction and aggregation of longi-
tudinal health data into cross-sectional tables suitable for statistical analysis and machine leaning. Its syntax closely mirrors natural language. The implementation consists
of a parser and an execution engine, combined with a graphical query editor, and analytics functionalities. Below you'll find three different examples provided as a web

demo, that are based on subsets of the synthetically generated patient records from the

Example 1: Coronary Heart Disease vs.
Diabetes

A comparative analysis between two cohorts of pati-
ents with a primary diagnosis of either coronary
heart disease or type 2 diabetes. The example sup-
ports a comparison of demographic variables (age,
sex) and common risk factors (BM, LDL and HDL

levels) as well as idi

T

Explore our Code on GitHub

Example 2: Alzheimer's Disease

Comparison of patients with early-onset Alzheimer's
with those diagnosed at a later stage. The example
supports a comparison of basic demographic infor-
mation (age, sex), Mini-Mental State Examination
(MMSE) scores to assess cognitive function, pneu-
monia incidence, care plans and medications.

e e

nthea SyntheticMass dataset.

Example 3: Lung Cancer

Comparison of patients diagnosed with non-small
cell carcinoma of the lung of TNM stages 1 to 4, who
have received combined chemotherapy and radiati-
on therapy. Additional information on basic demo-
graphics (age, sex), BMI, related medication and
selected lab values (Hemoglobin, Glucose and
eGFR) is provided.

—

HERALD Demo Repository containing the code of this online demo.

©® 2024 Berlin Institute of Health

Home | Imprint | Privacy

https://www.herald-lang.org

CHARITE
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3. Pseudonymisierung mit ACE

, Berlin Institute
CHARITE (BIH
UNIVERSITATSMEDIZIN BERLIN I @ Charité



Herausforderung und Losung

Example Study

v

Visits

|

Inclusion visit

Deep phenotyping visit

|

|

N S

Telephone visits

Algorithm: Random
Valid from: 2024-01-01

Demographics Biosampling . Valid to: 2026-01-01
S B
l | T
John Doe CHA-012345 Vs € st
— — Algorithm: Random Algorithm: Random
6H43CK9 BSI-WJMYOS

Valid from: 2024-01-01
Valid to: 2024-12-31

I T

PROMs

Valid from: 2024-01-15
Valid to: 2026-01-01

I

PROMs

Algorithm: Random
Valid from: 2024-07-01
Valid to: 2024-08-01

Algorithm: Consecutive
Valid from: 2024-01-15
Valid to: 2026-01-01

( PROM-123-0001 PROM-123-0002
‘ H461JKL8 ‘ 00010962

Valid from: 2024-07- []2 Valid from: 2024-01-15
Valld to: 2024-08-01 Valid to: 2026-01-01

21

Komplexe
Anforderungen an die
Pseudonymisierung
(u.a. primar,
sekundar,
Datenarten, Audit
Trail, Gultigkeiten)

Hohe Skalierbarkeit
bendtigt (bspw. im
DIZ der Charité 4
Mio. Patienten, 16
Mio. Falle)

Berlin Institute
cnarITE BIH
I @ Charité



Design und Features

pseudonym

id
domainiD
identifier
idType
pseudonym
validFrom*
validTo™

22

alphabet*
N 1
salt

/ domain \

id

Domain properties:

name

prefix

description
multiplePseudonymsAllowed™
pseudonymLength™

superDomainiD

|Algorithm-specific properties:
algorithm™

saltLength

consecutiveValueCounter
randomAlgorithmDesiredSize*
randomAlgorithmDesiredSuccessProbability”
paddingCharacter”

addCheckDigit*

lengthincludesCheckDigit*

\Validity period properties:
validFrom*

validTo*
enforceStartDateValidity*
enforceEndDateValidity*

AN /

id
requestBody

requesterlP
requestTime
requestURL
user

Hierarchisches Doméanenmodell mit
Gultigkeitszeitraumen und Vererbung

Docker, PostgreSQL, Spring Boot,
Keycloak

Berechtigungsmodell: Nutzer x
Doméne x Operation

Konfigurierbar:
Pseudonymisierungsalgorithmus,
Alphabet, Checksums

Volistandiger Audit-Tralil

- Berlin Institute
CHARITE (BIH
UNIVERSITATSMEDIZIN BERLIN I @Charité



(a) Mostly Read (b) Read Write (c) Mostly Write

2400+

N
N
o
o

2000+

TPS Overall

1800

0 1000 2000 3000 0 1000 2000 3000 0 1000 2000 3000
Time (seconds)
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THS-MED

Open-Source-Werkzeuge fiir Treuhandstellen in der

Advanced Confidentiality
Engine

ACE bietet eine robuste Lésung fiir

Pseudonymisierungsdienste und
zeichnet sich durch seine hohe Ska-
lierbarkeit und einen integrierten
Audit-Trail aus. Seine Architektur er-
maglicht die Bildung von Doménen-
hierarchien mit vererbbaren Eigen-

T " I

Translationalen Medizin

Key Index of Names and
General Identification
Numbers

KING bietet fortgeschrittene Funktio-
nen im Bereich Identitditsmanage-
ment. Es ist hochskalierbar und in
hohem MaBe konfigurierbar. Ver-
schiedene Record-Linkage-Verfahren
sind integriert, um die Beddrfnisse
unterschiedlicher ~ Anwendungsfalle

Holistic Electronic
Agreement Recording
Tool

HEART ist ein spezialisiertes Tool zur
elektronischen Erfassung und Ver-
waltung von Einwilligungsdokumen-
ten. Es ist flexibel konfigurierbar, un-
terstiitzt die semantische Annotation
ven  Einwilligungsdokumenten  und
ist flir den Einsatz auf Tablets und

https://www.ths-med.de

C


https://www.ths-med.de/

Danke fur lhre Auftmerksamkeit!

mi.bihealth.org
medic.charite.de
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